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Abstract

A growing class of systems leverages inexpensive cloud ob-
ject storage as a disaggregated data plane, offloading dura-
bility and scaling to the cloud. Storing the metadata for such
systems in a cloud database is too expensive; while self-
managed databases are complex and fragile. Conflux pro-
vides a third option by storing a shared log on cloud storage
and using it to replicate state across VMs. A key innovation
in Conflux is the separation of durability from sequencing.
Durability is provided solely by the novel LogDrive abstrac-
tion: a simple, low-level substrate that can be layered above
arbitrary cloud storage, striped for throughput, and - unlike
shared logs — composed via quorum-based replication. Se-
quencing is provided by the AtomicLog, which implements
a conventional shared log over any LogDrive. This design
allows Conflux to replicate arbitrary state machines while
using RAID-like compositions of cloud storage for durabil-
ity. Conflux is deployed in production at Confluent as the
metadata service for an S3-based publish-subscribe system
called K2. We show that Conflux can run on diverse storage
services (e.g., DynamoDB, S3, S3Express) with just a few hun-
dred extra LOC per service; as well as augment the durability
of these services (e.g., with synchronous cross-region repli-
cation). Conflux unlocks new cost vs. latency trade-offs over
cloud storage: for our representative workloads and latency
SLAs (compared to using DynamoDB directly) Conflux-over-
DynamoDB slashes metadata cost by 10X and overall cost
by 3X.

1 Introduction

Cloud storage services such as S3 [8] offer scalable, elastic,
and fault-tolerant data storage at inexpensive prices. As a
result, stateful distributed services with rich APIs - ranging
from analytical databases to publish-subscribe systems — are
increasingly designed as stateless / soft-state layers over dis-
aggregated cloud storage. In such services, the data plane
resides directly on cloud storage (e.g., S3), while metadata
(e.g., an index) is stored on a separate metadata service; for
example, Snowflake stores data on S3 and metadata in Foun-
dationDB [45]. The resulting services have data planes that

TThese authors are no longer at Confluent; their contributions to this work
were made while at Confluent.
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Figure 1. LogDrives are easy to build as shims over cloud
storage, and via RAID-like composition; they are useful for
implementing shared logs (and SMR).

are cheaper and simpler to build and operate, which trans-
lates to cost savings and higher reliability for end-customers.

At Confluent, we set out to build a new publish-subscribe
service called K2 directly over S3, leveraging its inexpensive
large writes to enable a high-throughput, low-cost product
(called Freight [11]) for customers storing bulk data (e.g., ob-
servability traces) at sub-second latencies. In the K2 design,
data is written directly to S3 in large, batched blobs; and the
unit of metadata is a fine-grained index (an ordered list of
pointers for each pub-sub topic). To store this metadata, we
needed a durable yet easy-to-operate database that could
support small writes (and reads) at low cost (but not neces-
sarily low latency); and expose a convenient API for storing
per-topic indexes.

Unfortunately, we found our options limited:

e Operating a stateful distributed database to store meta-
data is complex and difficult, typically requiring a
collection of individual machines (e.g., EC2 VMs de-
ployed via K8s [5]) to ensure durability in the pres-
ence of failures. Existing options such as Founda-
tionDB [45], KRaft [6], ZooKeeper [37], and etcd [4]
are known to be difficult to operate in production 17,
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28]. This complexity is exacerbated by the hybrid na-
ture of the overall system, since the data and metadata
planes can each fail in different ways; as well as the
outsized impact of metadata loss on overall durability.
e Conversely, storing metadata in a cloud database (e.g.,
DynamoDB [32]) is simpler and safer, but prohibi-
tively expensive for the small, frequent writes and
reads found in metadata workloads. We estimated
that a DynamoDB-based metadata layer would incur
roughly 75% of K2’s overall cost. Further, new and
cheaper options can emerge and prices can fluctu-
ate (e.g., S3Express [9] launched in 2024 and changed
pricing in 2025 [12]), necessitating difficult, risky mi-
grations between storage services to optimize cost.

In this paper, we present a new metadata store called
Conflux. Conflux uses cloud storage as a shared log for
State Machine Replication [49]. We apply research on shared
logs [2, 18, 19, 22, 31, 44, 52] to construct a replicated state
machine over a total order of commands, which in turn is
stored on a shared log implemented directly on cloud storage.
In this design, the shared log is a consensus engine that dele-
gates durability entirely to cloud storage; drives down write
costs by batching log-structured writes; and lowers read cost
via materialized local views. By storing the shared log on
passive cloud storage, Conflux aims for the benefits of RAID-
like [47] composition over different storage services: striping
for throughput; replication for higher availability and dura-
bility; chaining for dynamic switching of new writes; as well
as tiering for migrating older writes.

However, we encountered an unexpected challenge in re-
alizing our goal of delegating durability to arbitrary, diverse,
and composable cloud storage. While shared logs can be
composed via chaining and striping [18], they cannot be
easily or efficiently composed via replication. The reason is
the narrow, opinionated append interface, which allows each
shared log to decide the timestamps of its new entries: when
an entry is appended to multiple logs, each one can assign a
different, potentially conflicting timestamp. As a result, we
were unable to compose single-region DynamoDB logs into
a multi-region log; or one-AZ S3Express logs into a multi-
AZ or multi-region log. The absence of replication severely
hobbles the value of composition (imagine RAID without
mirroring!). Ironically, the property that makes shared logs
compelling — the delegation of sequencing and durability to
a single abstraction — also hinders their composition.

One solution is to separate sequencing from durability: we
can introduce a low-level abstraction for durability (such as
a shared address space) that is easy to compose via layering,
striping, and replication; and layer the shared log above it as a
shim, with a soft-state counter (as in Corfu [19]) for tracking
the tail. We borrow this principle from other areas of systems:
e.g., filesystems layered over block devices composed via
RAID [47]. Unfortunately, this moves the burden to recovery:

if the shared log layer experiences failures (e.g., if the counter
appears to fail), recovering its soft state — specifically, the
linearizable tail — from an address space can be difficult and
expensive, particularly in a distributed setting with partial
failures and concurrent writes. Adding special APIs to the
address space (e.g., to fence concurrent writes and return the
first unwritten entry, as in Corfu’s custom storage servers)
hinders its implementation over passive cloud storage and
easy composition. Required is an abstraction for shared log
durability that is composable, yet enables recovery.

Accordingly, we propose a new abstraction called the Log-
Drive. Like a conventional address space, the LogDrive ex-
poses a numbered, random-write address space of durable
registers. However, the LogDrive expects to be written (al-
most) in sequence: accordingly, it provides an extra weakTail
API. The LogDrive has unusually weak semantics: e.g., in-
dividual addresses are only linearizable as long as a single
value can possibly be written to them, and hence weaker
than Write-Once, Conditional, or Atomic Registers [16, 24].
In addition, the weakTail call (as its name implies) is not nec-
essarily linearizable; instead, it is only required to correspond
to a deterministic function over a non-atomic, unordered
scan. The LogDrive abstraction is easy to implement: the com-
pact API and its weak semantics allow layering over existing
cloud storage APIs (even without write-once or conditional-
write support); and composition via single-round quorums
and striping.

At the same time, the LogDrive abstraction is powerful and
useful. We describe a new shared log design called the Atom-
icLog that combines the LogDrive with a soft-state counter
and a windowed write discipline. The result is a full-fledged,
linearizable shared log, which in turn can be used for State
Machine Replication. By composing LogDrives via replica-
tion, we can augment the existing intra-region durability of
cloud stores with cross-region quorums. For example, we
can run a single DynamoDBLogDrive per region; and then
construct a QuorumLogDrive that writes to two out of three
regions before responding.

Conflux breaks new ground in a number of ways. The
LogDrive (in concert with the AtomicLog) is the first solu-
tion for composing shared logs via replication; prior work
such as Delos [18] stopped at composition via striping and
concatenation. Earlier systems [7, 18, 19, 31] have explored
disaggregated shared logs implemented over collections of
custom servers, whereas Conflux uses common-denominator
cloud storage APIs. Prior work such as LazyLog [44] tempo-
rally separates ordering and durability within a shared log
for performance, whereas Conflux spatially separates these
concerns into different layers for composability. Scalog [31]
separates sequencing from durability for performance, but
its sequencing layer is a stateful SMR-based metadata layer
in itself.

In this paper, we make the following contributions:
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e We describe the design and implementation of Con-
flux, the metadata service for a new S3-based publish-
subscribe system called K2. Conflux uses cloud storage
as a shared log, reducing the metadata cost by 10X
compared to using DynamoDB directly, within a p99
write latency of 130ms; and the overall K2 cost by 3X.

e We propose a novel LogDrive abstraction that allows
Conflux to easily run on diverse cloud stores (S3, Dy-
namoDB, S3Express) and switch dynamically between
them. New LogDrives are easy to build: for example, a
single engineer was able to build a production-quality
DynamoDBLogDrive in just a week.

e The LogDrive can be composed via replication (as well
as striping): we show that this lets us construct multi-
region quorums over DynamoDB, as well as multi-AZ
quorums over S3Express.

2 Motivation

At Confluent, our goal was to build a Kafka [40] publish-
subscribe (or pub-sub) implementation directly over cloud
storage. Kafka is the de facto API for modern pub-sub sys-
tems, with thousands of production use cases. Applications
can publish data to a topic and fetch data from it (in practice,
Kafka refers to a topic as a partition and a bundle of parti-
tions as a topic; but we match terminology with the pub-sub
literature [33] by referring to a topic as a single total order).
Existing implementations of Kafka are typically complex
distributed systems that run directly on hardware for low
latency workloads, with a resulting operational cost that is
passed on to customers.

Our goal in building a new Kafka implementation was two-
fold. First, we wanted to exploit high-latency but low-cost
cloud storage to offer an inexpensive, bulk variant of Kafka
to our customers (called Confluent Freight [11]). In partic-
ular, S3 provides cross-AZ durability for writes at a fixed
cost regardless of payload size (in contrast to EC2 cross-AZ
networking, which is charged per-byte), creating an oppor-
tunity to slash cost via big writes. Second, we hoped to get
the ancillary benefits of running stateless logic above cloud
storage, such as simpler operations and better reliability.

In this Kafka implementation (called K2), clients connect
to stateless brokers (i.e., servers that implement the Kafka
protocol). To publish data to a topic, a client sends it to a bro-
ker; once the broker has a large enough batch that typically
spans writes to multiple topics, it issues a single write to S3
for the batch and then updates the metadata for all those
topics. In this architecture, much of the heavy lifting is done
by the metadata layer. Our default option for storing meta-
data was to build or buy a distributed database, deploy it on
cloud VMs using K8s, and operate it with high reliability (e.g.,
matching Snowflake’s use of FoundationDB [45]). However,
this option would require a massive investment in time and

resources, and considerably delay our time to market. Could
we do better by using cloud storage for metadata as well?

Why not store Metadata directly in a cloud DB? Cloud
databases like DynamoDB are powerful, reliable, and capable
of handling our metadata workload: each K2 topic’s meta-
data can simply be a key in DynamoDB. However, existing
databases turned out to be prohibitively expensive: for exam-
ple, our estimates suggested that we would spend 75% of our
cloud cost just on metadata storage if we used DynamoDB.
One reason for high cost is that the metadata workload con-
sists of small writes to different keys (e.g., if an K2 broker
combined data for 10 topics in a single S3 batch, we’d have
to issue 10 separate writes to the metadata layer). A dif-
ferent concern relates to reads; metadata is often accessed
repeatedly as clients and background processes replay the
topic state. In the absence of (potentially complex) caching
infrastructure, these accesses blow up read costs.

In addition, we needed fast reaction times to changes in
cloud pricing and features. Unlike the data plane, which re-
quires a minimal put/get interface from cloud storage, meta-
data can benefit from rich APIs for indexing. However, using
such APIs would limit the portability of our code to other
cloud providers, or to other storage options at the same
provider if prices changed; in addition, adding new metadata
APIs would require careful implementation on each backend.

Could we somehow obtain the benefits of storing metadata
in cloud storage (i.e., delegating durability entirely to the
cloud provider); while at the same time keep our cost low?

2.1 The Cloud is the Log!

In a shared log design, we execute multiple copies of a data-
base on individual servers; and keep these copies synchro-
nized via an external shared log. In principle, the log is the
source of consistency as well as durability (storing the lin-
earizable order of commands); the database is simply a mate-
rialized cache over the log. This clean, API-driven separation
between the soft-state database and the durable shared log
allows us to easily place the latter on cloud storage, entirely
delegating durability to the cloud.

Using cloud storage as a shared log eliminates costly small
writes: we can batch metadata updates for multiple topics
and issue them in a single write to the shared log. Since each
database server effectively has a full, strongly consistent
copy of the database, we can serve reads with low cost (and
low latency) without unnecessarily accessing cloud storage.
In addition, we access cloud storage through a narrow API
(the API of the shared log does not change over time even
as we add new APIs to our database).

Unfortunately, we ran into a fundamental limitation of
the shared log abstraction’s append interface: composition
via replication. Consider the task of composing a replicated
shared log R over two individual shared logs A and B. Triv-
ially, we could implement the append operation on R by
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interface LogDrive {
void write(long address, ByteBuf payload);
ByteBuf read(long address);
TailDesc weakTail(int K);
struct TailDesc {
long nonContiguousTail;
Set<Long> holes;

}

Figure 2. The LogDrive APl

forwarding it to both A and B; however, there is no guar-
antee in the shared log API that we will obtain the same
timestamp from both (such a guarantee would be difficult
to obtain, given that the implementation could choose to
embed internal protocol details such as membership epochs
in its timestamps [7]). Further, if one of the two appends
is delayed, retrying it incurs the risk of duplicate entries
with different timestamps. In addition, concurrency poses a
challenge: we have to issue the appends one-at-a-time, else
they could arrive at the logs in different orders.

These issues can be solved if R entirely ignores the times-
tamps / ordering provided by A or B and instead embeds
application-level timestamps into entry headers. However,
playback now requires re-ordering of entries, negating the
simplicity benefit of the shared log abstraction. In addition,
the replicated log needs a source of these external times-
tamps; using an explicit sequencer turns composition into a
complex, heavy-weight layer (in contrast to a light-weight,
RAID-like shim that can be nested arbitrarily).

Why is composition via replication so important?
Our use cases for K2 spanned the durability gamut: some
applications were okay with data loss if a single AZ failed;
others required multi-AZ durability within a single region;
while some mission-critical use cases required zero data loss
even if an entire region failed. These requirements compli-
cated our path to using existing services like S3, DynamoDB,
or S3Express for storing metadata; since S3 and DynamoDB
do not currently support synchronous cross-region replica-
tion; while S3Express does not support cross-AZ replication.
The ability to compose shared logs via replication would
allow us to leverage the existing machinery of these services
within regions (in the case of DynamoDB or S3) and AZs
(with S3Express) while augmenting it with cross-region or
cross-AZ replication, respectively. Even if these systems pro-
vide synchronous cross-region replication as an option (e.g.,
DynamoDB enabled support in mid-2025), we would have
more flexibility in a compositional layer (e.g., to use differ-
ent policies or placements) and retain the ability to migrate
between clouds or even span clouds.

3 The LogDrive Abstraction

The LogDrive is a novel abstraction that can be easily imple-
mented on cloud storage and composed via replication and
striping. We now describe the LogDrive API and its various
implementations. In later Sections, we explain the utility of
the LogDrive for State Machine Replication.

3.1 The LogDrive Abstraction

The LogDrive is an address space of registers with a random
read/write interface (see Figure 2). Addresses are initialized
to an unwritten state; a write switches them to a written state.
In Figure 3, we show the anatomy of a LogDrive: the contigu-
ous tail (7°) is the first unwritten address before which all
addresses are written; the non-contiguous tail (N) is the first
unwritten address after which all addresses are unwritten;
and in between is a “swiss cheese” area of intermixed written
and unwritten addresses. We call the unwritten addresses
less than N the hole-set (H).

Two features distinguish the LogDrive from a conven-
tional address space. The first is the weakTail API, which
returns a tuple with (N, H): the non-contiguous tail and the
hole-set. Note that the caller can compute the contiguous tail
7 from the returned tuple: it is guaranteed to be the lowest
address in H, or N if H is empty. Informally, we will refer to
7 as returned by weakTail even though it is a derived value.
Importantly, the application provides a parameter K to weak-
Tail, which is the maximum possible distance between 7~ and
N. The application typically knows and ensures this bound
by using a windowing discipline to write to the LogDrive. As
we see later, this bound is critical for implementing weakTail
efficiently, giving the implementation license to ignore the
prefix of the address space while determining H. As long
as the K bound is correct, the weakTail response entirely
characterizes the written/unwritten status of each address
in the LogDrive. Note that || is bounded by K: this API is
only practical for small K.

The second distinguishing characteristic of the LogDrive
is the unusually weak semantics it provides, on two dimen-
sions. First, individual addresses are single-value registers:
i.e., they are only linearizable for write/read operations if
a single value is written to them (though the same value
can be written multiple times). We rely on the application
to never write multiple values to an address. In this sense,
they are similar to SWMR registers [41] or write-once regis-
ters [34] but with significantly weaker semantics. Second, the
weakTail is not linearizable; instead, it is merely equivalent
to a deterministic function over an unordered, non-atomic
scan (e.g., executed via parallel point reads) on the address
space. This guarantee has other parallels in the literature: e.g.,
non-atomic collects [15] on SWMR registers and interval-
linearizability [27].

Lemma ([LD.1] Tail-Range Guarantee). Let a weakTail op-
eration run over a linearization span [tsir, tstopl, Such that
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Figure 3. The Anatomy of a LogDrive.

Tstart and Tsiop denote the actual contiguous tail at those times.
Then the value Tops returned by weakTail satisfies:

Tobs € [7;tarta7;top]-

Proof sketch. Consider a weakTail implementation that liter-
ally scans for holes by issuing point reads in parallel to the
entire address space. During the scan, different addresses
are sampled at different times in [Zstart, Estop]- Suppose Tops <
Tstart- Then the scan must have observed address 7,5 un-
written at some time 7 > fsa,t, which contradicts the defini-
tion of 5oyt as the first unwritten slot at tga,¢. Similarly, if
Tobs > Tstop» then the scan must have observed all addresses
< Tobs as written strictly before t5op. But then 75;0p cannot
be the first unwritten address at fop, a contradiction. Thus
Tobs must lie within [Fsart, Tstop]- Full Proof in Appendix. 0

However Tgps is not necessarily linearizable, since writes
on the LogDrive can linearize out of address order: e.g., let
us say we write to 1 and then 0 (causing the contiguous tail
to jump from 0 to 2). A weakTail concurrent with both writes
might return 1 if it first reads 1 as unwritten and then 0 as
written. But this execution does not correspond to any total
order of the two writes and the weakTail.

Lemma ([LD.2] Window Scan Property). To satisfy weak-
Tail semantics, it is sufficient for an implementation to first
determine the non-contiguous tail linearizably; and then is-
sue an unordered, non-atomic scan to the K-sized window of
preceding addresses. The value returned by this window scan
is equal to the value returned by some unordered, non-atomic
scan over the entire address space.

Proof sketch. Reading the non-contiguous tail N lineariz-
ably tells us that, at some instant t* during the operation, all
written addresses lie in [0, N*) and all addresses > N* are
still unwritten. Under the K-window discipline, there can
be at most K holes before N*, so the hole-set at t* must lie
entirely inside [N* — K, N*], and every address < N* — K is
definitely written. We can therefore construct an equivalent
full, unordered, non-atomic scan by (i) using the issued win-
dow reads in [N* — K, N*], and (ii) using hypothetical reads
issued at time ¢* that returned written below the window
and unwritten above it. The returned non-contiguous tail
and hole-set from this hypothetical full scan exactly match
those found by the window scan. Full Proof in Appendix. O

3.2 Primitive LogDrive Implementations

The compact API and weak semantics of the LogDrive sim-
plify its implementation on existing cloud storage. Single-
value registers are trivial to implement over any existing
key-value store (even ones that do not provide conditional
put operations, such as S3 prior to 2024) or even shared disks.

As a result, the only complexity in implementing a Log-
Drive on an existing cloud store has to do with the weak-
Tail call to find its contiguous tail. In practice, we find that
existing cloud stores give us efficient ways of finding the
non-contiguous tail; and can scan back K entries to find the
contiguous tail, as we describe:

$3: Each LogDrive is assigned a particular prefix in an S3
bucket (the combination of bucket and prefix uniquely iden-
tifies the LogDrive). Within that prefix, we reverse-encode
addresses as S3 keys (e.g., so that the Oth address is lexi-
cographically last). S3 gives us the ability to list keys in
lexicographic order. Accordingly, we can list the first K keys
to obtain the last K written slots, which we then invert to
return the list of holes in the last K slots. By Lemma LD.2
(Window Scan Property), this is sufficient to return a correct
weakTail response.

DynamoDB: We use composite keys to encode LogDrive
entries: each LogDrive to a particular partition key, and each
address is encoded as the sort key. Unlike S3, we don’t need
to reverse-encode, since DynamoDB lets us query items in
either lexicographical order. By Lemma LD.2 (Window Scan
Property), this is sufficient to return a correct weakTail re-
sponse.

S3Express: This storage service is nearly identical to S3,
except for its single-AZ durability and some differences in
API semantics. One difference is that we can no longer list
keys in lexicographical order [10]. To get around this, we cre-
ate a directory-like hierarchical structure on the S3Express
key space. We then enumerate all entries at each level of this
hierarchy to route to the non-contiguous tail; and then scan
backwards K entries to find the contiguous tail. By Lemma
LD.2 (Window Scan Property), this is sufficient to return a
correct weakTail response.

3.3 The StripedLogDrive

Striping the LogDrive is straightforward for writes and reads:
we implement RAID-0-style striping to map from global ad-
dresses (on the StripedLogDrive’s address space) to local
addresses on S individual stripes. Note that a stripe here
is a LogDrive instance, implemented over a cloud store as
described above.

To implement weakTail on the StripedLogDrive, we invoke
it on all stripes in parallel and wait for all responses. We pass
in K/S as the parameter to the per-stripe weakTail calls; we
require K to be a multiple of S. We convert all returned local
addresses to global addresses; and then pick the maximum
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Figure 4. Replication over Striping, similar to RAID-10 (Top);
Striping over Replication, similar to RAID-01 (Bottom).

returned global non-contiguous tail, along with the union of
all the returned hole-sets.

Theorem ([SLD.1] Striped LogDrive Preserves weakTail
Semantics). The weakTail implementation of the StripedLog-
Drive, described above, satisfies the LogDrive weakTail seman-
tics: it is equivalent to the result of some unordered, non-atomic
scan over the global address space within the linearization span.

Proof sketch: The weakTail call on each stripe is equivalent
to an unordered, non-atomic scan on its own local address
space (corresponding to a stripe of the global address space).
We can construct an unordered, non-atomic scan on the
global address space by combining these per-stripe scans,
translating each local address to its global equivalent. Picking
the maximum non-contiguous tail returned across all stripes
is equivalent to choosing the non-contiguous tail from that
global scan; the union of all the returned hole-sets is equal
to the hole-set on the global address space. Full Proof in
Appendix. O

3.4 The QuorumLogDrive

The QuorumLogDrive (or QuorumDrive for short) replicates
data across a quorum of N LogDrive replicas. Note that a
replica here is a LogDrive instance, implemented over a cloud
store as described above. The QuorumDrive is configured
with a write quorum size Q,,, which can range from [1, N].

On a write, the QuorumDrive forwards the command to
all replicas. As an optimization, we can also hedge [29] by
sending to a specific Q,,-sized subset and contact more repli-
cas if responses are delayed. Once Q,, nodes ack, we can
ack the write; as a result, writes ack in one round-trip to a
write quorum. Since only one value can possibly be written

to a single-value register, we avoid a two-round protocol like
ABD [16] for Atomic Registers.

The weakTail call needs a conventional read quorum to
intersect with write quorums: Q, = N — Q,, + 1. At the same
time, it has to “repair” writes [16] to enforce a write quorum
for any observed partial writes. Practically, the weakTail
accesses a quorum of size Qr = max(Q., Qr) to invoke
weakTail locally on each one. However, determining the
global state from the responses is more involved than in
striping: just because we observe a local hole at a single
replica does not mean that corresponding global address was
a hole at any time during the weakTail’s linearization span.
The replica could have merely missed that write by being
temporarily inaccessible.

Accordingly, we examine each slot to determine if it is
a global hole. For each slot in the address space, we can
determine the global written / unwritten status as follows.

1. We see that the slot is unwritten on Q, of replicas. We
mark it as globally unwritten.

2. We see that the slot is written on Q,, of replicas. We
mark it as globally written.

3. We cannot determine if the slot is globally written
or unwritten (i.e., we do not see Q,, written or Q,
unwritten replicas). This happens if we can only access
Qy replicas and we are unable to determine the slot’s
global status without the inaccessible replicas. In this
case, we repair the write by copying over the value to
Q. replicas and mark the slot as globally written.

Based on our determination of the global status of each
slot, we can then return a weakTail response.

Windowing discipline on the global address space has
two implications for this algorithm. First, we can run the
algorithm in O(Qy * K): we start from the highest returned
non-contiguous tail and examine only the K global addresses
prior to it, since everything prior to that is guaranteed (by the
application, via the weakTail parameter) to be lower than the
global contiguous tail, and hence globally written. Second,
relaying K to the per-replica weakTail calls instructs them
(in their own weakTail implementations) to ignore anything
prior to N-K: even though they may have local holes at these
addresses, the application (in this case, the QuorumDrive)
knows these to be globally written.

Theorem ([QLD.1] QuorumLogDrive preserves weakTail
semantics). The weakTail implementation of the QuorumLog-
Drive, described above, satisfies the LogDrive weakTail seman-
tics: it is equivalent to the result of some unordered, non-atomic
scan over the global address space within the linearization span.

Proof sketch: A weakTail call issues a weakTail to a quorum
of replica LogDrives. By the weakTail spec, each replica re-
sponds with a full (unordered, non-atomic) characterization
of its address space. In effect, we observe the status of every
address in each responding LogDrive at some (different) in-
stant within the linearization span. Any slot that we mark
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interface Loglet {
Pair<LogPos, SealStatus> checkTail();
LogPos append(ByteBuf buf); //throws if sealed
void seal();
LogPos prefixTrim(LogPos trimPos);
ByteBuf readNext(LogPos min, LogPos max);

b
Figure 5. The AtomicLog API (== Delos Loglet API [18]).

as globally unwritten must have been globally unwritten at
the start of the linearization span. Any slot that we mark
as globally written must be globally written by the end of
the linearization span. As a result, we can construct a full
(unordered, non-atomic) scan of the entire global address
space with a linearization point for each individual written
or unwritten entry within the linearization span. Full Proof
in Appendix. O

4 Implementing a Shared Log over the
LogDrive: The AtomicLog

Thus far, we have established that the LogDrive abstraction
is easy to implement and compose. We now show that the
LogDrive is also a useful abstraction that can support a con-
ventional shared log.

In particular, we implement the Loglet API from Delos [18]
(see Figure 5) verbatim. The Loglet API supports lineariz-
able append, checkTail, and readNext calls. It also provides a
linearizable seal call, which ensures that subsequently lin-
earized appends do not acknowledge successfully. The Loglet
is required to be highly available for all calls except append.
In particular, checkTail has to be highly available and lineariz-
able with appends, effectively returning the first unwritten
log position. As shown by Delos, this API can be layered
under a virtualization layer that provides high availability
for appends; and support efficient, safe, and highly available
State Machine Replication in production systems. Accord-
ingly, we start by describing the AtomicLog in this Section,
which implements the Loglet API over a LogDrive; and then
describe how we virtualize it for high availability.

The AtomicLog is a stateless client-side library that in-
teracts with two components: the LogDrive and a shared,
soft-state sequencer object. The sequencer supports a sim-
ple acquireSlot / completeSlot API. It does not see any data
payloads and does not have to be durable or highly available.
There can only be one sequencer in an AtomicLog instance;
if it fails or reboots, the AtomicLog becomes permanently
unavailable for appends. Accordingly, it can be implemented
as an RPC service collocated on one of the AtomicLog clients.

To append, a client first calls acquireSlot on the sequencer
to obtain the next slot; writes to the LogDrive; and then
calls completeSlot; before acking the append. The state of
the sequencer is a combination of a counter and a window
of in-flight writes. If an incoming acquireSlot finds that the

window is full — i.e., there are more than K slots between the
contiguous tail and the non-contiguous tail - it blocks until
the window opens up (i.e., a write completes that moves the
contiguous tail moves forward). In turn, each completeSlot
blocks until all prior slots are completed.

In practice, this protocol ensures that the AtomicLog writes
to the LogDrive within a K-sized sliding window. For exam-
ple, in Figure 3, the AtomicLog (configured with K = 8) has
to block before writing to address 13 since address 5 has not
been written yet. As a result, it enforces a bound of K on the
distance between the contiguous and non-contiguous tails
of the LogDrive.

In this protocol, the linearization point of an append is
determined by the completeSlot. In other words, appends lin-
earize in strict address order: an append returning position
5 must linearize after an append that returns position 4 and
after an append returning position 6. As per the Loglet con-
tract, the append is not highly available (e.g., the sequencer
can fail; or clients can crash after acquiring a slot); we dis-
cuss soon how unavailability is handled at a higher layer.
However, the Loglet API does require a highly available,
linearizable checkTail that returns the first unwritten log
position.

Implementing checkTail is trivial: we simply invoke
weakTail on the underlying LogDrive. Surprisingly, the
returned contiguous tail gives us a linearizable checkTail for
the AtomicLog, even though the LogDrive’s weakTail is not
itself linearizable.

Theorem ([AL.1] checkTail Linearizability). The AtomicLog
checkTail operation, implemented via a single weakTail on the
underlying LogDrive, is linearizable with respect to append.

Proof sketch: Appends linearize in strict address order. A
checkTail invoked over interval [fstart, tstop] Teturns Tops €
[ Tstart> Tstop ] (since the enclosed weakTail satisfies these bounds,
by Lemma LD.1). Placing the checkTail immediately after all
appends to addresses < 7ops vields a total order consistent
with real-time and with the returned value. Thus checkTail
is linearizable wrt append. O

Intuitively, the LogDrive write / weakTail API is not lin-
earizable since writes do not commit in address order, and
hence it is not always possible to generate a candidate total
order that satisfies returned values as well as a sequential
specification; whereas append / checkTail is linearizable due
to the blocking behavior of appends on prior unwritten slots.

Finally, we provide a highly available seal to satisfy the
Loglet APIL. For this, the AtomicLog stores a seal bit in a desig-
nated location on cloud storage (e.g., as address 0 on a second
LogDrive). Each append checks this bit after completeSlot and
throws if the log is sealed, while checkTail checks it after the
weakTail and returns the seal status. To seal the AtomicLog,
we simply write to this location. As per Delos, the seal checks
are not required to be atomic with the append or checkTail,
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though they must not be linearized before [35]. We omit
describing readNext and prefixTrim for lack of space.

Optimizing checkTail: The protocol described above
can be inefficient since weak7Tail requires accessing cloud
storage. We can drastically reduce the common-case cost
and latency of checkTail by using a fast-path checkTail that
goes to the sequencer rather than the LogDrive. We only
use the weakTail on the LogDrive as a slow-path once
the log is sealed. If the sequencer is unavailable, we first
seal the log; and then switch to the slow-path.

We do have to be careful in this case to avoid having two
sources of truth for the tail. For example, a slow-path re-
sponse might see a tail X on the LogDrive; but a subsequent,
non-overlapping fast-path checkTail invocation can return
X — 1 as the tail, resulting in a linearizability violation (for
example, if the writer of entry X — 1 went to sleep after
writing to the LogDrive but before calling completeSlot on
the sequencer).

To avoid such linearizability violations, the checkTail uses
the fast-path sequencer-based tail check before accessing the
seal bit; if the seal bit is set, the client retries the tail check
on the slow-path. As a result, once the seal bit is set, all
subsequently linearized checkTail operations return values
from the slow-path.

Handling Failures via Virtualization As in Delos, we
layer a VirtualLog above the AtomicLog to convert our Loglet
(which does not provide high availability for appends) into
a highly available shared log that can drive State Machine
Replication (see Figure 6 for the full stack). Our VirtualLog
is not novel: it is identical to the Delos design and imple-
mentation, storing membership (i.e., the mapping from the
VirtualLog’s address space to individual Loglets) in a condi-
tional register on cloud storage. For each Loglet, we store
the configuration of the corresponding AtomicLog instance
(including the underlying LogDrive — or multiple layered
LogDrives — as well as the endpoint of the sequencer). Above
the VirtualLog, we use a conventional SMR layer similar to
Delos, which stores durable snapshots in cloud storage; we
describe this layer in the next section.

When the Loglet (i.e., the AtomicLog) becomes unrespon-
sive for appends, we simply seal it; call checkTail to determine
the switchover point; and then write a mapping to the con-
ditional register so we can switch to a new Loglet (either
another AtomicLog or an entirely different implementation)
for new appends. Within the AtomicLog, there are two fail-
ure cases of interest. First, the sequencer can fail. Second, a
client can fail after acquiring a slot (effectively making the
sequencer unavailable, since acquireSlots can no longer com-
plete). We treat both these cases identically; in both cases,
the Loglet becomes unavailable for append calls. Our choices
here are identical to those made in prior work (e.g., the Delos
NativeLoglet).

client requests .
(multi-master) Replicated
Service
(" Server \ (" server
— SMR SMR
VirtualLog sequencer VirtuallLog

AtomicLog | vbﬁ{ -| AtomicLog

acguireSlot
completeSlot

LogDrive LogDrive [composition (Quorum, Striped)

[ LogDrive LogDrive |primitive (53, DDB, S3Express)

VirtualLog .
SMR £ ¢ LogDrive
[Snapshcts} [ Cond_tmnaLJ | Entries Cloud Storag(J
Register

Figure 6. SMR via LogDrives: each SMR-replicated server
stores all its hard state in cloud storage. Servers do not interact
via RPCs at any layer, with the exception of the soft-state se-
quencer in the AtomicLog.

4.1 Discussion

Test-Driven Design: We created an extensive simulation
testing framework for our shared log implementations. In
this framework, we spin up a range of concurrent workloads
against the shared log API in Figure 5; execute the work-
loads against a given target implementation of the API (e.g.,
the VirtualLog on an AtomicLog on a QuorumLogDrive)
with failure and delay injection; and then check whether the
resulting execution is linearizable.

Interestingly, this simulation testing drove many of our de-
sign insights. For example, we had initially assumed that the
LogDrive would have to provide a linearizable weakTail; it
was only after a pagination-induced linearizability violation
in our S3LogDrive went uncaught in the AtomicLog sim-test
that we realized we did not need weakTail linearizability:
the AtomicLog was linearizable even if LogDrive was not.
As an aside, our simulator also independently discovered a
seal check ordering bug in the VirtualLog protocol described
subsequently by the Delos team [35].

Low-Latency AtomicLog: As described, the AtomicLog
uses the LogDrive abstraction to extract, augment, and scale
durability (e.g., via quorums and striping) from external
cloud storage. In one extreme, we use a primitive LogDrive
(e.g., S3LogDrive) directly under AtomicLog, without further
stacking. In principle, Conflux should also be able to support
the other extreme, where we rely entirely on stacked Log-
Drives to provide durability over a non-durable primitive
LogDrive.

To test this hypothesis, we implemented another primi-
tive LogDrive: a simple, single-node LogServer that imple-
ments the LogDrive API via RPC, storing state on a local SSD

1670 20th USENIX Symposium on Operating Systems Design and Implementation

USENIX Association



without further replication or striping. We obtain replicated
durability by layering a QuorumLogDrive on top (which
writes to a quorum of LogServers); and scale throughput via
a StripedLogDrive. This resulting AtomicLog deployment
is equivalent to a conventional shared log implemented on
servers, allowing us to trade off operational overhead for
lower latency within the same codebase.

5 Conflux and K2

We now describe how we built a metadata store called Con-
flux over the AtomicLog / LogDrive abstractions; and how
we used it to power K2, a new Kafka implementation that
stores data in S3 and metadata in Conflux.

5.1 The Conflux Metadata Store

Conflux has a shared log design, nearly identical to Delos [18]
and borrowing from other shared log systems from research
and industry. A Conflux service consists of one or more
servers, each of which stores a local, single-node database
(in production we use RocksDB [26]); and a single Virtual-
Log that each server can append to and read from. Conflux
implements State Machine Replication [49] over the Virtu-
alLog (as shown in Figure 6): updates to the service can be
sent to any server; which appends an entry describing the
update to an external shared log; and then synchronizes its
local state with the shared log by calling readNext and ap-
plying new updates (until it executes the one it just added).
Read-only queries can be served by any server, which calls
checkTail on the shared log to establish a linearization point;
and then synchronizes its local state until that tail position;
before serving the query from local state. This simple proto-
col results in a replicated, linearizable database where both
ordering and durability are delegated entirely to the external
shared log, which is essentially the linearizable or strictly
serializable total order of updates to the service. In principle,
we can reconstruct state by replaying the shared log from
the beginning on a new server; in practice, we frequently
checkpoint state to cloud storage and trim the shared log,
so that only a small suffix of the log has to be replayed on
recovery.

By default, Conflux is a multi-master database that stores
input commands (prior to execution) in the shared log and
executes them (deterministically) on playback; but also sup-
ports modes where servers execute commands and append
speculative outputs to the log [21]; or a single server (elected
via the log itself) acts as a primary and stores non-speculative
outputs in the log. In multi-master mode, reads have to wait
for at least one round-trip to check the tail of the shared
log; we use a “bus-stand” optimization [17] to amortize the
bandwidth cost of this check, with many reads queueing up
behind a single “bus” that checks the tail periodically.

Above the shared log, Conflux uses a stack of SMR lay-
ers [20]. These layers include logic for time/size-based batch-
ing and observability. The top-most SMR layer is the applica-
tion, which can expose any arbitrary API Later in the paper,
we describe the specific API we implement on Conflux to
support its primary use case as the K2 metadata store.

As described earlier, Conflux implements the VirtualLog
abstraction from Delos, which separates reconfiguration
from sequencing and durability (Figure 1 showed this separa-
tion of concerns earlier in the paper). The VirtualLog stitches
together a number of Loglets into a single shared log. As
a result, Conflux can switch from one Loglet to another
without downtime, dynamically changing the underlying
storage backend. The membership of the VirtualLog (i.e.,
the sequence of Loglets and the address ranges they cover)
is stored in an external conditional register, which is the
ultimate (and only) source of consensus in the system; in
Conflux, this register is stored directly on DynamoDB (cost
is not a concern since the state is small and only accessed
on node reboots and reconfigurations).

5.2 The K2 Pub-Sub System

We now describe how we used Conflux to power K2, a new
Kafka implementation that stores data in S3 and metadata
in Conflux. K2 consists of a collection of servers called bro-
kers (mirroring Kafka parlance) that implement the Kafka
protocol. Clients can connect to brokers to publish data to a
topic; and fetch data from the topic. As mentioned previously,
Kafka uses the term ‘partition’ to refer to topics; but we use
the classical definition of a topic as a single total order. Each
broker collects incoming publish requests (across different
topics) into a large batch to write to S3; and then updates
metadata stored in Conflux. On a fetch request, the broker
consults metadata in Conflux to retrieve the location of the
requested data, and serves the data by reading S3.

Over time, brokers can access and rewrite state in S3: to
switch it from the initial write-optimized format to a read-
optimized one; to compact topics (i.e., remove overwritten
updates to the same fine-grained key); or to build additional
indexes over the topic for data lake formation. This back-
ground activity can be isolated on a separate pool of back-
ground brokers, or be collocated on the client-facing brokers.

In principle, any broker can respond to a publish or con-
sume request for any topic. In practice, we shard the space of
hashed topic IDs into ordered ranges [14], and assign differ-
ent ranges to sets of brokers (typically one per AZ, to enable
zone-aware routing from clients that minimizes inter-AZ
data transfer costs). Affinitizing brokers to topics enables
better locality within the initial write batches, which in turns
results in more efficient background processing; and simpli-
fies caching for reads. Brokers are not required to be durable
- we can reconstruct the system entirely from S3 and Conflux
- but do maintain soft-state caches of data.
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interface K2MetaStore {
long appendDataRef (TopicID id, DataRef newData);
DataRef fetchDataRef(TopicID id, long address);
3

Figure 7. Simplified subset of API exposed by Conflux to K2.

5.3 Conflux in K2

As noted earlier, Conflux is a general-purpose SMR system
that can replicate any deterministic service with an arbitrary
API. To support K2, we implement a particular service called
the K2MetaStore. In the remainder of this discussion, we
use Conflux interchangeably with K2MetaStore (until we
introduce other APIs). Figure 7 shows the subset of this API
used in the critical path of publish-subscribe requests.

For each topic, Conflux stores an ordered list of pointers
called DataRefs. To a first approximation, a DataRef is a
pointer to some external piece of data. Accordingly, when a
broker stores data in S3, it creates an S3DataRef — a pointer
to a portion of an S3 object — and then sends it to Conflux,
which adds it to the ordered list.

Logs on Logs: Each ordered list in Conflux can be viewed
as a fine-grained shared log within a state machine, which
in turn is replicated over a coarse-grained shared log. We
exploit this log-on-log structure by using a common API
for both layers: the ordered list of DataRefs implements a
read-only subset of the API in Figure 5, as does each indi-
vidual DataRef. Using a common API at different layers has
a number of practical implications. For example, we were
able to augment our test coverage for Conflux by reusing our
sim-test framework from Section 4.1 to run against a single
topic, testing the entire stack end-to-end for linearizability.
Practically, a common base API for both the fine-grained
application-level construct and the coarse-grained replica-
tion log allowed us to reuse code: oncall tooling, wrappers
for observability, composition, and interception; reusable
benchmarking logic; etc. In making this choice, we were
inspired by a familiar pattern in OS design: e.g., virtual disks
and physical disks.

In addition, DataRefs are not necessarily just passive point-
ers to S3 blobs; as shared logs, they can be backed by complex
systems. This allows Conflux to delegate indexing for a prefix
of the topic: e.g., to a prior Kafka deployment (for migration)
or to a data lake format on S3 (for tiering cold metadata).

Sharding in Conflux: In production, we compose mul-
tiple Conflux instances into a larger, sharded instance, for
scaling throughput and capacity. We use an identical shard-
ing scheme to the K2 brokers, to maximize locality between
brokers and Conflux shards (to minimize the fan-out between
a broker and the number of Conflux shards it interacts with).

Re-sharding is currently done via a conventional trans-
action protocol that locks and moves sub-ranges of hashed
topic IDs from one shard to another. We are currently explor-
ing ways to exploit the log-like nature of the state machine
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Figure 8. K2 servers store data blobs in cloud storage and
metadata in Conflux. (See Figure 6 for the structure of a single
Conflux shard).

for faster moves: e.g., we can virtualize a topic’s index to
span physical segments on different shards. This is similar to
the shared log virtualization we use in the consensus layer,
echoing Lampson’s principle of “use a good idea twice” [43].

Other APIs: To support other parts of the Kafka protocol,
we implemented two other separate APIs on Conflux in addi-
tion to the K2MetaStore. The first is a K2GroupService which
implements the group coordinator abstraction in Kafka, re-
sponsible for managing groups of consumers fetching from
a bundle of individual total orders (i.e., which Kafka calls a
topic; or equivalently a bundle of conventional pub-sub top-
ics), mapping consumers to total orders and tracking cursor
offsets. The second is a K2TxService, which implements a
coordinator for implementing Kafka transactions.

In production, we deploy a single Conflux service for each
of our three APIs within a region. Each such regional Con-
flux deployment consisting of multiple shards. Each shard is
replicated across multiple Conflux servers (typically one per
AZ, such that we have between 3 to 5 servers, depending on
the AWS region).

6 Evaluation

We present an evaluation of Conflux using a combination
of production and benchmarking data. All our deployments
run on AWS EC2 instances deployed via K8s [5], using EBS
drives for network-attached storage. In all experiments, we
have production-grade logging and monitoring enabled via
Datadog [3]. In our single-region tests, each Conflux deploy-
ment consists of one server per AZ (for example, in us-west-2
we run four servers), while clients are distributed across all
AZs. Since Conflux servers store only soft state, the number
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Figure 9. Conflux can run on S3 (Left), DynamoDB with Striping (Middle), and S3Express with Quorums (Right).

of servers has no durability implications. In our multi-region
tests, we continue to run our deployment entirely on us-
west-2, but synchronously mirror data to two other regions:
us-east-1 (~60ms away) and eu-east-1 (~120ms away).

In our cost and latency comparisons, we include a hy-
pothetical DynamoDB strawman for the Conflux API. We
assume that each appendDataRef results in one write to Dy-
namoDB; and each fetchDataRef is one read. In practice, im-
plementing a production-ready shim on DynamoDB would
require non-trivial engineering effort (e.g., concurrency con-
trol between competing appendDataRef calls); however, this
simple model gives us a lower bound on achievable latency
and cost.

In our production workloads, the average write size to
Conflux is 165 bytes; and the write:read ratio is typically
1:3. In our benchmarking setup, we use mé6g.xlarge EC2 in-
stances; we omit details of our production servers. We use
three cloud storage backends in our experiments. S3 and
DynamoDB provide durability against AZ failures, while
S3Express can lose data with one AZ failure.

In our setups, we vary the LogDrive used by Conflux, but
use S3 to store snapshots every 10 minutes (so that the shared
log does not have to be replayed from the beginning). By
default, we set a batching timeout in Conflux to 100ms; and a
size threshold to 60KB. The Conflux AtomicLog is configured
with a windowsize of K = 16. All reported latencies are p99s.

6.1 Pluggability and Composability

Conflux can leverage the LogDrive abstraction to easily run
on and extract durability from different cloud stores with
minimal effort. Figure 9 shows the throughput-latency curve
for different Conflux deployments, running over S3 (Left),
DynamoDB (Middle), and S3Express (Right), respectively.
Interestingly, this graph also illustrates that the LogDrive
can augment the durability of existing cloud storage: to pro-
vide an apples-to-apples comparison with S3Express (which
is natively single-AZ), we layered a QuorumLogDrive over
three S3ExpressLogDrives, each one in a different AZ.
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Figure 10. Conflux reconfig: DynamoDB (3,3) quorum to Dy-
namoDB (2,3); to S3Express (3,3); to S3Express (2,3). Replicas
in us-west-2, us-east-1, eu-east-1; clients in us-west-2.

Conflux can switch its VirtualLog between different Atom-
icLogs which are backed by different LogDrives. In Figure 10,
we start running Conflux on a QuorumLogDrive running on
a (3,3) quorum of DynamoDBLogDrive instances running in
us-west-2, us-east-1, and eu-east-1; writes have to wait for
all regions, but reads are cheap. We then switch to a (2,3) quo-
rum: writes and reads are now equally fast, since they both
have to reach a majority. After that we switch to (3,3) quo-
rum of S3Express single-AZ instances (one AZ per region);
and finally we switch to a (2,3) quorum of S3Express. Finally,
in Figure 11, we show this (2,3) quorum S3Express configu-
ration seamlessly tolerate an S3Express outage in us-west-2
(emulated by disable access control). These graphs illustrates
that Conflux can reconfigure without downtime between
different backends; obtain different durability / latency pro-
files via quorum sizes; augment DynamoDB (one-region) and
S3Express (one-AZ) to provide multi-region durability; and
tolerate regional storage failures. Table 12 shows the LOC
for the various LogDrive implementations involved.
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Figure 11. Conflux S3Express (2,3): S3Express fails in us-west-
2.

Implementation LOC
S3LogDrive 519
DynamoDBLogDrive | 528
S3ExpressLogDrive | 525
StripedLogDrive 194
QuorumLogDrive 325

Figure 12. LOCs for LogDrive implementations.

Hourly DDB Conflux | Conflux | Conflux
cost ($) (DDB) (S3) (S3Express)
Instance+disk | 0 0.47 0.47 0.47

Write API 4.50 | 0.15 0.54 0.37

Read API 2.70 | 0.07 0.09 0.01
Metadata cost | 7.20 | 0.69 1.10 0.85

Total cost 9.57 | 3.06 3.47 3.22

Figure 13. Conflux-over-DDB is 10X cheaper than DDB for
metadata and over 3X cheaper overall (data plane = $2.37/hr).

6.2 Cost

We provide a detailed cost estimate of running Conflux over
the DynamoDBLogDrive, compared with using DynamoDB
directly. We pick a record size of 165 bytes, matching the
average observed in our production workloads. For Con-
flux, we include the cost of 3 EC2 instances for the Conflux
deployment and the associated EBS disk cost. Our modeled
workload issues 2K writes/s and 6K reads/s. We use the latest
available cost information from AWS: for DynamoDB, we
used on-demand capacity pricing [1] in the us-west-2 region
($0.625/M Write Request Units / WRUs, and $0.125/M Read
Request Units).

Table 13 shows that Conflux-over-DynamoDB is an or-
der of magnitude cheaper than the direct-over-DynamoDB
strawman. This cost differential arises for a number of rea-
sons. First, Conflux collects small writes in a batch and issues
a single large write to DynamoDB (i.e., the append to the
shared log). Since each write (regardless of size, up to 1KB) is
charged independently as a WRU, batching lowers our cost
significantly even though we are writing the same amount
of data in both Conflux and the strawman design. Second,
batching writes allows us to compress writes more efficiently
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(we model a factor of 5X, which is what we observe in our
production workloads). Third, Conflux serves reads from a
strongly consistent, full copy of the database (i.e., by playing
the shared log), avoiding redundant reads to DynamoDB. We
also include cost numbers for Conflux on S3 and S3Express
(replicated over 3 AZs); both are more expensive than Dy-
namoDB.

The Conflux setup we model here is identical to the one we
evaluated earlier in Figure 9; accordingly, the corresponding
p99 latency is roughly ~130ms. As a result, our 10X cost win
comes with a 6.5X write slowdown; but the resulting latency
is acceptable for Conflux’s use case.

Separately, we validate that metadata is indeed a signif-
icant fraction of overall cost. To do so, we model the cor-
responding data plane cost assuming: (a) each data blob
referenced by a metadata record is 128K B; (b) data blobs are
batched together into 5MB objects; (c) a 1 : 3 ratio of publish
to fetch. Under these assumptions, we obtain a data plane
cost of $2.37 per hour. As a result, replacing a strawman
DynamoDB in K2 cuts cost by more than 3X (see Table 13).

6.3 K2 in Production

This section shares empirical data from a production K2 de-
ployment that shows the performance and reconfigurability
benefits of Conflux. This deployment spans three AZs in
us-west-2 region and uses LogDrive-on-DynamoDB with a
batching latency of 100ms. The deployment consists of 114
K2 brokers, of which 108 are serving requests. We use 20
Conflux instances as shards with three servers each.

Figure 14 shows a screenshot of our production dashboard
for a run with 9GB/s produce and 27GB/s fetch. Latencies
are reported over 1-min intervals from each K2 broker. Pro-
duce p99 latency is about 600ms whereas fetch p99 latency
is about 300ms; the 500ms numbers are due to a blocking
timeout on client fetches for empty topics. Figure 15 (Left)
compares data plane and metadata latency on the production
run (plotting the p99 across per-server p99s). The produce
latency is dominated by the latency to batch and upload data
to S3 and then to sequence it via an appendDataRef RPC to
Conflux (which has a p99 of 130ms, in line with our micro-
benchmarks for Conflux-on-DynamoDB). Fetch latency is
dominated by the latency to retrieve data from S3; sometimes
serving a single client fetch might require reading a number
of different S3 objects, which can aggravate the tail latency.
In this run, the average metadata record size is around 165
bytes and we get an effective compression of around 6 — 7X.

Finally, we show Conflux change backends mid-flight. Our
initial deployment used S3LogDrive under Conflux. However,
we discovered that S3LogDrive had suboptimal performance
(as we showed in Section 6.1) as well as cost (as we saw in
Section 6.2) compared to DynamoDBLogDrive. Accordingly,
we decided to switch our early access service to use Con-
flux over DynamoDB. A single engineer implemented and
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Figure 14. Screenshot of the production dashboard for a K2 cluster serving 9GB/s produce and 27GB/s fetch throughput.

1.2 T T T T T

‘@ 1 |Produce AppendDataRef =
@ | Fetch ---- FetchDataRef ===
»0.8
06 o~
§ 04F---o.__---"" N e mm e mam -
0.2 [

0 be o e o s o] fo o o oo o frims s boe s ams s R peppap Jom oo omns

0 100 200 300 400 500 600
Time (secs)

000 ' ‘AppendDataRef
—~ | en atane
é igg | pFpetchDataRef ---
§‘ 300
2 200 |
3100 ™ St
0 1 1 Y T—
0 50 100 150 200 250

Time (hours)

Figure 15. (Left) Latency on K2 9GB/s produce / 27GB/s fetch production cluster (p99 across per-server p99s); (Right) switchover on

an early production cluster from S3 to DynamoDB.

deployed the DynamoDBLogDrive in about 1 week, lever-
aging existing simulation tests and observability wrappers.
Early tests hit rate limits on DDB partition key accesses; the
engineer was able to work around that by using the Striped-
LogDrive. Figure 15 (Right) shows a running Conflux service
make the switch without downtime. Interestingly, we first
switched to an incorrect table; switched immediately back
to S3 (hence the spike); and then made the correct switch.

7 Related Work

As described, K2 implements large numbers of fine-grained
shared logs over an S3-based data plane and the Conflux
metadata layer; and Conflux is itself a database designed
over a shared log. Accordingly, both K2 and Conflux are
shared log designs which intersect with the literature in
different ways.

Early group communication systems [23, 30, 51] provided
flexible placement of sequencing and durability: e.g., sequenc-
ing could be out-of-band or in-band, fixed or moving, etc.
While the theory of Paxos retained this flexibility [42, 50, 53],
production-ready MultiPaxos systems [25] and later Raft [46]
adopted inflexible leader-driven designs where a specific
node acted as a sequencer, a storage acceptor, and a database
learner.

Scalable shared logs: Initial shared logs like Corfu [19]
reintroduced sequencing flexibility by separating the loca-
tion of sequencing from durable storage, in a “sequence-first,
write-later” design; in doing so, they scaled the throughput
of a single log. Later shared log designs like Scalog [31] re-
versed this order to “write-first, sequence-later”, shifting the
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burden of storing the durable sequence to a stateful meta-
data layer. In the same timeline, industry systems such as
Kafka [40] and BookKeeper [39] focused instead on scaling
to large numbers of fine-grained leader-driven logs. Given
this history, K2 can be viewed as a “write-first, sequence-
later” system that scales to many fine-grained logs (with
Conflux acting as the metadata layer storing the durable
sequence for each log).

Shared logs for SMR: At the same time, shared logs have
also played a different role by providing an API for con-
sensus, simplifying SMR-based production databases that
need extreme reliability, arbitrary APIs, composability, and
zero-downtime upgrades, but not massive scale or low la-
tency [2, 18]. Conflux extends this literature by enabling
these properties over cloud storage at low cost. In addition,
the AtomicLog / LogDrive can be used underneath any ex-
isting SMR-based database.

Shared logs have been recently extended to serverless
functions [36, 38, 48] and stream processing [54]. The ideas
in Conflux could potentially allow these systems to operate
directly over cloud storage. In addition, the LazyLog [44]
applies the same principle of separating sequencing from
durability in a slightly different way. In a sense, the LazyLog
changes when a timestamp is assigned to an appended entry,
whereas in this work we focus on which layer assigns the
timestamp.

Streaming on cloud storage: K2 fits into a trend towards
constructing high-level APIs by combining cloud storage
with a metadata layer. Snowflake’s database architecture [45]
over S3 and FoundationDB is an early and significant ex-
ample of this design pattern. Warpstream [13] is another
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example of a Kafka implementation that uses S3 as its dura-
bility layer. While K2 shares this design pattern, our primary
contribution is the LogDrive abstraction and its use within
Conflux to provide a simple, robust, and inexpensive meta-
data layer over cloud storage.

8 Conclusion

Commodity cloud storage has the potential to unlock inno-
vation at higher layers by providing durability as a service.
At the same time, existing cost structures make it prohibi-
tively expensive to build metadata layers that require small,
frequent accesses. In this paper, we proposed a new system
called Conflux that uses cloud storage as a shared log for
replicating updates, extracting durability while slashing cost.
Conflux introduces a novel shared log design that separates
sequencing (via the AtomicLog implementation) and dura-
bility (via the LogDrive abstraction). The LogDrive supports
arbitrary RAID-like stacking, allowing us to combine and
augment existing cloud durability in new ways. Conflux is
deployed at Confluent as the metadata service for K2 (which
in turn powers the Freight product), driving down metadata
cost by 10X and overall system cost by 3X.
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A LogDrive Proofs
A.1 Specification of the LogDrive

A LogDrive is a bounded array of N + 1 registers, indexed
by the integers A = {0, 1,..., N}. Each address a € A holds
either a payload from a value set V or the distinguished
value L indicating unwritten. At time t, the system state is

S(H):A—VU{L).

For simplicity, we use the Nth register as a sentinel: S(¢, N) =
1 for all . We assume that this sentinel register is never writ-
ten to.

Read/write semantics. Operations WRITE(a, v) and READ(a)
are linearizable. That is, there exists a total order of all com-
pleted reads and writes, consistent with real-time precedence,
such that:

e A write WRITE(q,v) takes effect at its linearization
point, setting S(t, a) = v.

e Aread READ(a) returns S(¢, a) at its linearization point.

e Write-once monotonicity:

S(ty,a) # L = S(tr,a) # L forall t; < ty.

Once written, an address is never unwritten.

e Single-value assumption. If two writes to the same
address propose different values, the behavior is un-
specified. All correctness arguments assume that ex-
ecutions are well-formed: for each address a, at most
one value v is ever written to a.

Contiguous tail. At any time ¢, the contiguous tail is:
T (t) =min{a | S(t,a) = 1}.

Non-contiguous tail and K -window discipline. Attime
t, define the non-contiguous tail as

N(t) =min{aeA ‘S(t,a) =1 and
VbeA b>a= S(t,b) =J_}.

That is, N (t) is the first unwritten address after which all
addresses are unwritten.

We say that an execution satisfies the K-window discipline
if, for all times ¢,

N(t)-7T(t) <K.
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Thus at most K addresses in the prefix A< x(;) are unwritten.
Intuitively, this captures that the application never has more
than K in-flight writes.

WEAKTAIL semantics. Let a WEAKTAIL(K) operation o
execute during the real-time interval [#star:(0), tstop(0)]. Dur-
ing this interval, o determines (via direct reads or implicit
deduction) the written/unwritten status of every address.
Formally, for each a € A, let

Ta(a) € [tstart(o)’ tstop(o)]

denote the time at which o observes the status of address a.

Define
written
Wo (a) =

unwritten

if S(7,(a),a) # L,
if S(7,(a),a) = L.

The return value of weakTAIL(K) is produced by a deter-
ministic function

F:w, — (NobSa 7_{obs)a
where:
o Nops = min{a €A ‘ wo(a) = unwritten and Vb €
A b>a= w,(b) = unwritten}
o Hyps ={ae€A|a< Nyps and w,(a) = unwritten }
is the observed hole set, i.e., the unwritten addresses

between the contiguous and non-contiguous observed
tails.

Further, the caller can derive the contiguous tail 7ops from
the return value of WEAKTAIL. Given (Nyps, Hobs), the ob-
served contiguous tail is

min
Tobs =
Nobs

For brevity, in the remainder of the proof we will speak of
WEAKTAIL as “returning” Tops, with the understanding that
this value is computed in the above manner.

Intuitively, WEAKTAIL corresponds to an unordered, non-
atomic scan in which each address a is read at least once
at some time 7,(a) within the operation interval, and the
operation returns the first unwritten address beyond which
all addresses are unwritten; as well as the list of holes prior
to it.

if Hops # 0,
if Hops = 0.

obs

A.2 Derived Properties of LogDrive

Lemma ([LD.1] Tail-Range Guarantee). Let a WEAKTAIL(K)
operation o execute during the real-time interval [tsart, tstopl,
and let

Tstart = T(tstart)s 7;top = T(tstop)

be the true contiguous tails at the start and end of 0. Let Tops
be the observed tail returned by o, as defined in the WEAKTAIL
semantics. Then

Tobs € [Tstarts Tstop]-
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Proof. By the WEAKTAIL semantics, for each address a € A
there is an observation time

To(a) € [tstarta tstop],

and w, (a) is determined from the state at that time as written
or unwritten.

Lower bound. Suppose, for contradiction, that Tops <
Tstart- By definition of Tgiart, every address a < Tgiart is written
at time tspart, 1.€. S(tstart, @) # L. By write-once monotonicity,
once written an address never becomes unwritten, so for all
t > tsart we have S(t,a) # L. In particular,

S(To (Tobs) %bs) 1,

since 7o(Tobs) € [tstart: tstop]. Hence wo(Tobs) = written, con-
tradicting the assumption that 75} is the smallest address
with w, (a) = unwritten. Therefore Tops > Tstart.

Upper bound. Suppose instead that 755 > Tst0p. By defini-

tion of 7 (Lstop ), Tstop is unwritten at time fgiop, i.€. S(tstop, Tstop) =

L. By write-once monotonicity, if a location is unwritten at
some time, it must have been unwritten at all earlier times.
Thus for all ¢ < tstop,

S(ts 7;top) =1.
In particular, since 7,(75top) € [start, Lstop], We have
S(To (7;top); (Etop) =1,

and hence w,(7st0p) = unwritten. But this contradicts the
fact that Tgps is the smallest address with w,(a) = unwritten,
since Tstop < Tobs- Therefore Tops < Tsiop-

Combining the two bounds yields Tops € [Tstart; Tstopl- O

Lemma ([LD.2] Window-Scan Refinement). Assume the K-
window discipline holds, and that the storage layer provides a
linearizable operation to read the non-contiguous tail N'. Con-
sider a weakTail operation with real-time interval [tstart, tstop]
implemented as follows:

1. Read N once, yielding N*, with linearization point t* €
[tstart, tstop] .

2. Perform an unordered, non-atomic scan only over the
window [max(0, N* — K), N*], reading each address
in this window at least once at some time in [tstart, tstop]»
and return the set of holes in that window.

Then the pair (Nops, Hobs) returned by the window scan is
equal to the pair produced by some full unordered, non-atomic
scan whose observations all lie within [tsiar, tstop]-

Proof. Let t* be the linearization point of the read of N, so
we observe N* = N(t*). By the K-window discipline at
t*, the true contiguous tail 7 (¢*) lies in [N* — K, N*], all
addresses < N* — K are written at t*, and all addresses > N*
are unwritten at t*. If N* < K, we interpret the window
[N* = K, N*] as [max(0, N* — K), N*], since addresses
below 0 are outside the array.
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Construct a hypothetical full unordered, non-atomic scan
as follows: for each address in [N* — K, N*], use the actual
read (time and result) performed by the window-scan im-
plementation; for each address < N* — K, imagine a read
at time t* returning “written”; and for each address > N*,
imagine a read at time t* returning “unwritten”. All these
reads occur within [#start, stop] since t* does, so this is a valid
full unordered, non-atomic scan in the sense of our weakTail
specification.

By construction, the non-contiguous tail in this hypothet-
ical full scan is exactly the non-contiguous tail observed by
the window-based implementation; and the set of holes ob-
served in the full scan is also equal to that returned by the
window-based implementation. Thus there exists a full un-
ordered, non-atomic scan whose observations all lie within
[Zstart> tstop] and whose (Nops, Hobs), as defined by the weAk-
Ta1L semantics, coincide exactly with those returned by the
window-based implementation.

O

A.3 StripedLogDrive Implementation

Let S > 1 be the number of stripes. Each stripe D;, for i €
{0,...,5—1},is an independent LogDrive instance with local
address set

A ={0,1,...,N},
where the local address N is a sentinel that is never written
(S;(t,N) = L for all t), and addresses 0, . .., N — 1 are the real
data slots. We write

A ={0,1,...,N -1}

for the set of real local addresses.

The global address space of a striped LogDrive is the finite
set

ABP = {01,... SN},

where addresses 0,...,SN — 1 are striped across the S un-
derlying instances and address SN is a global sentinel that
is never written.

For a global address a € {0,...,SN — 1} we define

local(a) = {gJ .

Then stripe(a) € {0,...,5 — 1} and local(a) € A™ for all
a < SN. At time t, the global state is

Sstripe(a) (2, local(a))
1

stripe(a) = a mod S,

if a < SN,

Sg]Ob(t, a) —
ifa=SN.

Read/write semantics. A striped LogDrive supports global
operations WRITE(a, v) and READ(a) only fora € {0,...,SN—
1}, by delegating to the corresponding stripe:

WRITE(4, 0) = WRITEstripe(q) (l0cal(a), ).
READ(a) = READsripe(q) (l0cal(a)).

The global sentinel address SN is never written and is never
the target of a read.

Algorithm 1 StripedLogDrive Implementation

1: procedure STRIPEDWRITE(q, v) >0<a<SN
2: i«—amodS; ¢« |a/S]
3: D; WRITE(Z, 0)
4: end procedure
procedure STRIPEDREAD(a) >0<a<SN

i«—amodS; ¢« |a/S]
return D; .READ(f)
end procedure

o e

9: procedure STRIPEDWEAKTAIL(K)

10: assert K mod S =0

11 K; « |K/S] foralli € {0,...,S—1}
12: for alli € {0,...,5 — 1} in parallel do

13: (No(;z, 7-{0(;2 ) « D;.WEAKTAIL(K;)
14: end for

15: Teand < {SN}
16: fori—0toS—-1do

17: if No(;z < N then
18: Tcand — Tcand U {S : No(l;z + i}
19: end if
20: end for
21: Nfb[:b — min Tyng
20 HEP @
obs
23: fori«—0toS—1do
24: foralla e 7—(0(;2 with a < N do
lob lob .
25: ?(sz <—7’[Ogbz U{S-a+i}
26: end for
27: end for
28: return (N gli‘)b,ﬂg,:’b)
obs obs

29: end procedure

Disjointness Assumption. Each stripe D; is an indepen-
dent LogDrive instance with no shared state.

Lemma ([SLD.0] Linearizability of StripedLogDrive). Striped-
LogDrive READ/WRITE operations are linearizable: there exists
a total order of all completed operations, consistent with real-
time precedence, whose behavior matches that of an abstract
LogDrive.

Proof. By specification, each global READ/WRITE on address
a is routed to a single stripe and stripes do not interfere. Since
each stripe is a linearizable LogDrive, its operations admit
a linearization order. Because the per-stripe histories are
independent, these orders can be merged while preserving
real-time precedence. The resulting total order satisfies the
abstract LogDrive semantics, establishing linearizability. O

Theorem ([SLD.1] Striped LogDrive Refines the LogDrive
Specification). Assume K is divisible by S, and that each stripe
D; is a correct LogDrive satisfying the abstract specification
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of §A.1, including the WEAKTAIL(K/S) semantics. Then the
striped LogDrive defined above:

1. provides linearizable READ/WRITE operations; and

2. provides a correct WEAKTAIL(K) implementation whose
return value coincides with that of some unordered, non-
atomic scan over A8°" in the sense of §A.1.

Thus the striped LogDrive is a correct implementation of the
abstract LogDrive.

Proof. Linearizability of reads and writes follows from A.3.

Correctness of weakTair. Consider a striped WEAK-
Ta1L(K) operation o with real-time interval [Zstart, Lstop]- By
the StripedLogDrive implementation, for each stripe i €
{0,...,S — 1} the client invokes

D; WEAKTAIL(K/S),

where K/S is an integer by assumption. Since D; is a correct
LogDrive, the abstract WEAKTAIL(K /S) specification guaran-
tees that there exists a (hypothetical) local unordered, non-
atomic scan o; over the local address space A'°° = {0,..., N}
whose per-address observations all occur within [#sart, £stop]s
and such that applying the unstriped weakTAIL semantics
to o; yields exactly the pair (NO(;Z,'HO(;i ) returned by D;
.WEAKTAIL(K/S).

We now construct a global unordered, non-atomic scan
08° gver the global address space A8lob — {0,1,...,SN}.
For each stripe i € {0,...,S — 1} and each real local address
ac Al = {0,...,N — 1}, the scan o8lob performs a read of
the global address A = S - a + i at the same time and with the
same return value as in the local scan o; for address a. For the
global sentinel address SN, the scan 08'°? performs a single
read at any time in [fgtart, fstop], returning L. All per-address
observations of 08'°P thus lie within the interval [fgar, tstop]
and are consistent with the striped LogDrive state, so o8lob
is a valid global unordered, non-atomic scan in the sense of
§A.1.

By construction, for every i and a € A™, the global ad-
dress A = S - a + i is unwritten in 08'°" if and only if the
corresponding local address a is unwritten in the local scan
0;. Applying the unstriped weakTAIL semantics globally to
08'°P therefore yields:

e a global observed non-contiguous tail

Ng'°b=min({5-a+i |ie{o,....,5-1},

obs
a=Ny) <N} U {sN}),
e and a global observed hole set
5-1

Ho = J{s-a+i

i=0

e H0) o am)
obs

18

Algorithm 2 QuorumLogDrive Implementation: Write and
Read

1: procedure QUORUMWRITE(q, v)

2 for all j € {0,...,N — 1} in parallel do

3 send WRITE(q,v) to D;

4: end for

5 wait until ack received from at least Q,, replicas
6 return

7: end procedure

8: procedure QUORUMREAD(a)
9: choose any set R, € {0,...,N — 1} with |R,| = O,
10: for all j € R, in parallel do

11: xj < D;.READ(a)

12: end for

13: if some x; # L then

14: pick any non-.L value v among {x;} jer,

15: send WRITE(aq, v) to enough replicas to ensure at
least Q,, written

16: return v

17: else

18: return L

19: end if

20: end procedure

These are exactly the values computed and returned by the
STRIPEDWEAKTAIL algorithm. Hence for this striped weAk-
Ta1L(K) operation o, there exists a global unordered, non-
atomic scan 08'°" whose observed non-contiguous tail and
hole set coincide with the striped implementation’s return

value (NE, HEP).

obs

Conclusion. The striped LogDrive provides linearizable
read/write semantics and a correct WEAKTAIL(K) implemen-
tation, and therefore refines the abstract LogDrive specifica-
tion. O

A.4 QuorumLogDrive Implementation
A.5 The QuorumLogDrive

We implement a replicated LogDrive over N independent
LogDrive replicas Dy, ..., Dy_1. For each replica D; we as-
sume the abstract LogDrive specification of §A.1 holds, in-
cluding linearizable READ/WRITE and WEAKTAIL(K) seman-
tics. The QuorumLogDrive is configured with:

e aread quorum size Q, = N — Q,, + 1;
e a fault-tolerance quorum size Q¢ = max(Q.,, Q).

e a write quorum size Q,,, where 1 < Q,, < N;

Lemma ([QLD.0] Linearizability of QuorumLogDrive Reads
/ Writes). Under the assumptions of §A.5, the QuorumLog-
Drive READ/WRITE operations are linearizable: there exists a
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total order of all completed operations, consistent with real-
time precedence, whose behavior matches that of an abstract
LogDrive.

Proof. Fix an address a. Because replicas Dy, ..., Dny_; are in-
dependent LogDrive instances, each replica’s local READ/WRITE
operations on a are linearizable with respect to its own state.

A global wRITE(a, v) sends WRITE(q, v) to all N replicas
and waits for acknowledgments from a write quorum of size
Q.. We linearize this write at the real-time instant when the
Q. -threplica durably stores v at address a. After that instant,
at least Q,, replicas contain v at a and, by the single-valued
assumption, no replica ever stores a different value at a.

A global ReaD(a) selects a read quorum R, of size Q, =
N — Q,, + 1 and performs a local READ(a) at each replica in
R, obtaining responses {x;} jer,. There are two cases:

e If all x; = 1, then no completed write to a can ex-
ist: any completed write would have updated a write
quorum of size Q,,, and since Q,, + Q, > N, the read
quorum R, would intersect that write quorum at a
replica returning v # L. Thus the abstract LogDrive
state at a is L throughout the read’s interval, and we
can linearize the read at any time within its interval,
returning L.

e Otherwise, some x; = v # L. Let WRITE(q, v) be the
latest completed write to a in the write linearization
order. At its linearization point, at least Q,, replicas
store v at a, and by the single-valued assumption no
later write stores a different value. Since Q,, + Q, >
N, the read quorum R, intersects this write quorum
at some replica that stores v, so the read observes
v. The QuorumLogDrive picks some non-_L value v
among the x; and optionally performs a read-repair
step that sends WRITE(q, v) to additional replicas until
atleast Q,, replicas store v. We linearize the read at any
time between the linearization point of WRITE(q, v)
and the time when it has collected its Q, responses.
The subsequent read-repair writes occur after this
linearization point and write the same value v, so they
do not change the value of a in the abstract LogDrive
and do not affect correctness.

In both cases the read’s return value matches the value stored
at a in the abstract LogDrive at its linearization point, and
real-time precedence is preserved. Since operations on differ-
ent addresses are independent and each replica is linearizable,
we can take the union of these per-address linearizations
to obtain a global linearization order over all READ/WRITE
operations.

Thus the QuorumLogDrive provides linearizable writes
and reads. O

Theorem ([QLD.1] QuorumLogDrive Refines the LogDrive
Specification). Under the assumptions of §A.5, the Quorum-
LogDrive provides linearizable READ/WRITE operations and

19

Algorithm 3 QuorumLogDrive Implementation: WeakTail

procedure QUORUMWEAKTAIL(K)
choose any set Ry € {0,..., N — 1} with [R¢| = Qf
for all j € Ry in parallel do
(NO(;S), 'Ho(lfs)) — D; WEAKTAIL(K)
end for '
Nmax — manERf No(lis)
L « max{0, Npax — K}
before Npax
> Classify global written/unwritten status for slots in
[La Nmax)
for a «— L to Npax — 1 do
cntWritten < 0;  cntUnwritten «— 0
for all j € Ry do
ifa > NO(I{S) orac 'Ho(gs) then
cntUnwritten < cntUnwritten + 1
else
cntWritten « cntWritten + 1
end if
end for
if cntUnwritten > Q, then
globalStatus[a] « unwritten
else if cntWritten > Q,, then
globalStatus[a] « written
else > ambiguous: repair and treat as written
pick any replica j* € Ry with local written at a
v « value of slot a at replica j*
replicate v to enough replicas to ensure at least
Q,, written
(e.g., send WRITE(q, v) to further replicas)
globalStatus[a] « written
end if
end for
> Derive global non-contiguous tail and hole set from
globalStatus

Nog[l:b —min{a|a>L Vb >a: globalStatus[b] =

> window: only K slots

unwritten}
lob lob
ﬂsz —{a|L<acx< Nogb:, globalStatus[a] =
unwritten }
return (Nogl:b, ?(fl:b)

end procedure

a correct WEAKTAIL(K) implementation. Hence it refines the
abstract LogDrive.

Proof. Linearizability of READ/WRITE follows immediately
from Lemma QLD.0. We prove correctness of WEAKTAIL(K).

Let operation o run during [start, stop]- It queries a quo-
rum Ry of size Qr and obtains from each replica j € Ry

a valid local WeakTAIL(K) observation (N W) gl )), each

obs obs
corresponding to some local unordered scan o; whose obser-

vations fall within o’s interval.
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Let Ninax = maxjer, No(k{s) and L = max{0, Npmax — K}. By
the global K-window discipline, all a < L are globally written
throughout o.

For each a € [L, Nnay), classify the status of a using the
quorum rule:

if at least Q, replicas

unwritten in Rf report a unwritten,

if at least Q,, replicas

status(a) = { written in Ry report a written,
otherwise (after performing
repair to ensure Q,, replicas
written store the unique value).

Because the address space is single-valued and Q,, + Q, > N,
this classification is consistent with the linearizable write-
once semantics: a completed write to a implies at least Q,,
replicas store the value v, so no read quorum can fail to
observe v; conversely, if a read quorum observes a as unwrit-
ten, then no write quorum has completed. Repair writes only

20

propagate existing values and occur within o’s interval, so
they preserve linearizability.

Define a hypothetical global unordered scan 08"°" by as-
signing each address a a written/unwritten observation con-
sistent with status(a) at some time in [Zstart, Lstop]; this is
possible since each case of status(a) corresponds to a quo-
rum condition that holds at some time during o. For a < L,
mark a written; for a > Nyax, mark a unwritten, consistent
with all local observations.

Applying the abstract WEAKTATL semantics to 08°° yields
exactly

Nfgzb =min{a | Vb > a: status(b) = unwritten},
and

ngob

s = 1a< Nfggb | status(a) = unwritten},
which coincide with the QuorumLogDrive output.
Thus the implementation refines the abstract weak TAIL(K)

specification, completing the proof. O
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